Reverzovani NFC karet

predevsim platebnich (EMV)

Ondrej Mikle « ondrej.mikle@gmail.com ¢ 13.9.2014




Bezkonktatni (RFID) karty

e 125kHz / 134.2kHz:

e EM4x0x, Casi Rusco, HITAG 1, HITAG 2,
HITAG S, MIRO, IDTECK, Pyramid, Q5,
T55x7, Legic, Indala, HID Prox...

e 13.56 MHz 15014443 A+B:

e Mifare DESFire | Classic | Ultralight | ...
e NFC platebni karty

e 13.56 MHz 1S0O15693, 1SO18092:
e ICODE SLI, novejsi lyzarske turnikety




Nizkofrekvencni karty

125-134 kHz, zridkave I jiné frekvence

vétsinou velmi jednoduché
Cip vysila v cyklu své UID, ~64 bitu
EM410x
e amplitudové klicovani (ASK)
e kodovani Manchester
HID Prox

e frekvencni klicovani (FSK)




Jednoduché RFID LF karty
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EM410x data

ASK po Manchester dekédovani
0010111101011110
1111110001110011
1111111000000001
1000001000101111
0010111101011110
1111110001110011
1111111000000001
1000001000101111
0010111101011110
1111110001110011
1111111000000001




EM410x UID

Terminator, data, parita
111111111
0000|O0|
000 1] 1]
0000|O0|
10001
01111
0010|171
1110]1]
01111
01111
1100]|0|




Tastic RFID pro HID Prox
(1m dosah)
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Platebni karty (EMV)

Cip je vétsinou javacard
ano, je to osekana smartcard Java
kolem 64-128 kB storage

NFC obvod se pripojuje k stejnému cCipu
jako kontaktni cast

jsou | NFC ,nalepky* bez kontaktni casti

emtier
e

0 =00/00 ~00/00
nnnnnnnnn VISA




Komunikace smartkaret - APDU

» APDU = ,assembler” smartkaret

 forma: CLA INS P1 P2 [Lc] [Data] [Le]
» CLA =class, 1 byte

* INS = opkod instrukce

 P1, P2 — parametry zavislé na CLA/INS

* |Lc, Data, Le — datové polozky
 mnoho bichli s referenci (EMV, SIM...)




Co nha EMV

kartach je

5 Command:

() cardpeek x
card view ‘ reader I logs ‘
CIE d @ FE ¢ 1
Analyzer Clear Open Save About Quit
[Size]lnterpreted value @3 (2]
0 Transaction Type 1 = Purchase
Lo tag 9F80 4 B3642000h
[ record 14 31
Lo Application Transaction Counter (ATC) 2 ge36h
Lo Amount, Authorized 6 =5.00
Lo Amount, Other 6 BlefeleleleTeleTeleleTely
Lo Terminal Country Code 2 = Turkey, Republic of
Lo Terminal Verification Results (TVR) 5 AOERROEDAGH
Lo Transaction Date 3 = 12/17/2812
Lo Transaction Type 1 = Purchase
Lo tag 9F80 4 B3642000h
(2 record 15 31
Lo Application Transaction Counter (ATC) 2 8834h
Lo Amount, Authorized 5] > 25090.00
Lo Amount, Other 6 elefelelelelelelelele o]y
Lo Terminal Country Code 2 =Vilet Nam, Socialist Republic of
Lo Terminal Verification Results (TVR) 5 AEERROEDAGH
Lo Currency code 2 = Dong
Lo Transaction Date 3 =11/15/2012
Lo Transaction Type 1 = Purchase
Lo tag 9F80 4 03642008h [~]

|0015 DEBUG Executing 'ui.tree_load("fhome/ondro/prog/NFC/cards_saved/cardpeek/card-mbank. xml")'
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EMV skimmer - MitM




Vysokofrekvencni karty

13.56 MHz

sdruzeny pod standardy ISO 14443A/B,
18092, 15693

lehce klonovatelné:

- Mifare Classic, Mifare Ultralight

- 1SO 15693 (zatim nejsou ,Cinské
magické“ s menitelnym UID)

obtizné klonovatelné
- Mifare Desfire, smartkarty




Jak dostat data na reverzovani

» primo sniffovat platby ze vzduchu lze

- dost nachylné na chyby
- platebni karty maji dost mizerné antény
- Cipy mnoho zerou

* nejlepsi je vyrobit ,repeater” nebo proxy




Lepsi repeater




Androidi repeater/proxy

* telefony a tablety maji taky mizerné NFC
anteny

 vedlejSi efekt wifi spojeni — karta muze byt
na druhém konci svéta

- 1SO 14443 ma jednu cast velmi citlivou
na casovani (antikolize — nastesti neni
podstatna)

— zpracovani samotnych instrukci (APDU)
je naopak velmi Casove benevolentni




Repeater z Raspberry Pi




Nahrani plateb

* Repeater postaveny z Raspberry ma
mnohem lepsi antény

— Adafruit PN532

» opét by Slo rozsirit na 2 zarizeni, ktere si
budou forwardovat APDU pres internet

- fixnul jsem to v libnfc, neni jesté
zamergovano

 APDU jdou ve vzduchu v plaintextu




Dekdédovani dat

« EMV je ,napul vefejné*
» Cast jak se ma chovat terminal je verejna

e Zpracovani na strane vydavatele karty a
chovani karty je tajné

o starsi informace jsou nekdy na Cinskych
forech leaknute, zbytek je hadani

» paradoxné nejvetsi problém je pristup k
terminalu na vyzkouseni




Dekodované instrukce platby

* Visa (3 instrukce)

- SELECT AID ,2PAY.SYS.DDFO1*
- SELECT VISA app (vrati PDOL)
- GET PROCESSING OPTIONS

e Mastercard (8 instrukci)
- 2x SELECT
- GET PROCESSING OPTIONS

- 4x READ RECORD (PDOL, pubkey, cert)
- EXECUTE




PDOL

* Processing Options Data Object List

— popisuje, co se posila a podepisuje pri
platbée

e U Mastercard mnohem delsi

— obsahuje dve verze pro online a offline —
CDOL1, CDOL2 (Card Risk Management
Data Object List)




Podepisovani

 Visa karty pouzivaji pre-shared symetricky
klic, je nahran na kartu od vydavatele

 Mastercard pouziva RSA na podepisovani




Velikost

A P WODN O DO O B

VISA qVSCD PDOL

Nazev

Terminal Transaction Qualifiers
Amount, Authorized

Amount, Other

Terminal Country Code
Terminal Verification Result
Transaction Currency Code
Transaction Date

Transaction Type
Unpredictable Number

Tag
9F66
9F02
9F03
9F1A
95
5F2A
9A
9C
9F37




Mastercard PDOL/CDOL1

Velikost

W o NN PP AP WOWDN O DN O O

Nazev

Amount, Authorized
Amount, Other

Terminal Country Code
Terminal Verification Result
Transaction Currency Code
Transaction Date
Transaction Type
Unpredictable Number
Terminal Type

Data Authentication Code
ICC Dynamic Number
Cardholder Verification Method results

Tag
9F02
9F03
9F1A
95
5F2A
9A
9C
9F37
9F35
9F45
9F4C
9F34




VISA platba (GPO prikaz karte)

Nazev Hodnota Vyznam
Terminal Transaction Qualifiers 83 21 36 20 typy protokol(
Amount, Authorized 40 00 00 00 00 00 40.0

Amount, Other 45 00 00 00 00 00 45.0

WTF??? 00 00

Terminal Country Code 02 03 Czech Republic
Terminal Verification Result 00 00 00 00 00

Transaction Currency Code 02 03 CZK
Transaction Date 14 03 14 14. 3. 2014
Transaction Type 00

Unpredictable Number 7c 9e d6 21 nonce




Odpoved VISA karty na GPO

Velikost Nazev
18 Issuer Application Data
2 Cardholder Name
19 Track 2 Equivalent Data
Application Primary Account Number
Application Interchange Profile
Application Transaction Counter

Application Cryptogram
Card Transaction Qualifiers

N I D DN -

(obsah neukazeme, protoze jsou tam citliva data)

Tag
9F10
5F20
57
5F34
82
9F36
9F26
9F6C




Lze s tim neco zajimave delat?

* nonce (unpredictable number) je jen 32-bit
- birthday paradox u ~2*° plateb
* Visa application cryptogram jen 64-bit (1)

* prinutit kartu do ,contactless magnetic
stripe data“ modu nebo offline modu

e komunikace terminalekarta konci driv nez
se transakce overi u vydavatele

 dCVV nema zadné ,unpredictable number*




Dekuji za pozornost

Ondrej Mikle ¢ ondrej.mikle@gmail.com




